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AMENDMENTS TO THE CLAIMS 



This listing of claims replaces all prior versions and listings of claims in the application. 
Listing of Claims 

1. (Currently Amended) A system for denying or allowing delivery of an 
incoming electronic mail (e-mail) message from a source e-mail server , said incoming 
message indicating a source e-mail server[[J] identity and a source domain , and an 
addro c Goe for tho moccago associated with the source e-mail server , said system 
comprising: 

a central e-mail server registry database for storing information regarding aH-e- 
ma j | s e rv e r s and domains combinations of e-mail server identities and associated 
domains that are authorized to send e-mail messages over the Interne t, wherein each 
e-mail server identity in the registry includes both an e-mail server name as defined in 
the e-mail servers Domain Name Services (DNS) entry and an Internet Protocol (IP) 
address ; 

m e ans for the - address ee to sp e cify charact e ristics of domains that are 
author i zed to s e nd e ma il messag e s to th e addressee; 

means for an e- mai l a receiving e-mail server serving tho address ee to access 
information from the registry database to determine whether the sourc e doma i n 
poss e ss e s th o s pecif i ed charact e rist i cs combination of the source e-mail server identity 
and the associated source domain included in the incoming e-mail message is an 
authorized combination ; and 

means for allowing delivery of the incoming e-mail message if the sourc o domain 
poss e sses the sp e cifi e d charact e ristics combination included in the incoming e-mail 
message is an authorized combination , and denying delivery of the incoming e-mail 
message if the sourc e domain does not poss e s s th e sp e c i fied charact e ri s t i cs 
combination included in the incoming e-mail message is not an authorized co mbination. 
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2. (Currently Amended) The system of claim 1, wherein the information 
regarding al l authorized e ma i l co rvers and domains combinations of e-mail server 
identities and associated domains includes a status of each e-mail server's registration 
with the registry database, said status indicating whether each server is registered, 
whether the server's associated domains are registered, and whether the registrations 
are in good order. 

3. (Currently Amended) The system of claim 2, wherein the means for 
allowing delivery and denying delivery of the incoming e-mail message includes means 
for denying delivery if the source doma i n combination is not registered, or if the 
registration of the source domain is not in good order. 

4. (Currently Amended) The system of claim 2, wherein the means for 
allowing delivery and denying delivery of the incoming e-mail message includes means 
for denying delivery if the source domain is not associated with the source e-mail server 
identity . 

5. (Currently Amended) The system of claim 2, wherein the information 
regarding a l l authoriz e d e- mai l servers and domains combinations of e-rnaii server 
identities and associated domains also includes a country code indicating a country of 
origin associated with each registered domain. 

6. (Currently Amended) The system of claim 5, wherein the information 
regarding all authoriz e d e mail s e rvers an d domains combinations of e-mail server 
identities and associated domains also includes an industry code indicating an industry 
associated with each registered domain. 

7. (Original) The system of claim 6, wherein the industry code is selected 
from industry codes defined by the North American Industry Classification System. 
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8. (Currently Amended) The system of claim 7, wherein the information 
regarding al l author i zed o ma i l s e rvers ond domains combinations of e-mail server 
identities and associated domains also includes a class code indicating a type of 
business associated with each registered domain. 

9. (Original) The system of claim 8 t wherein the class code is selected from a 
group consisting of: 

corporate business; 

retail sales business; 

corporate sales business; 

corporate professional services business; and 

consumer professional services business. 

10. (Original) The system of claim 2, wherein the means for allowing delivery 
and denying delivery of the incoming e-mail message also includes means for denying 
delivery if the source e-mail server is not registered with the central registry database, 
or if the source e-mail server's registration is not in good standing. 

1 1 . (Currently Amended) The system of claim 10, further comprising: 

a local registry database associated with the receiving e-mail server s e rving th e 
addroo o oo for downloading predefined information from the central registry database; 

means within the receiving e-mail server serv i ng tho addr e ss e e for accessing the 
local registry database in a first attempt to determine whether the source e-mail server 
and/or and source domain are registered in good standing, and whether the sourc e 
domain — possess e s — the sp e cifi e d — charact e ristics combination is an authorized 
combination : and 

means within the receiving e-mail server se rving tho a ddrooooo for accessing the 
central registry database in a second attempt to determine whether the source e-mail 
server and/or and source domain are registered in good standing, and whether the 
sourc e domain possoosos th e specif ie d cha r act e r i stics combination is an authorized 
combination , said second attempt being made in response to determining that the 
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source e-mail server and/or or source domain afe is not registered in the local registry 
database. 

12. (Currently Amended) A computer-implemented method of denying or 
allowing delivery of an incoming electronic mail (e-mail) message from a source e-maii 
server , said incoming message indicating a source e-mail server[[J] identity and a 
source domain , and a n addrossoo for tho messag e associated with the source e-mail 
server , said method comprising the steps of: 

storing in a contra! e mail s e rver r e g i stry database, inform ati on r e gard i ng al l e- 
m a il se rver s a n d domains authorized to s e nd o mail m e ssag e s ovor tho Internot; 

sp e cify i ng for th o a ddr e ss e e, charaotoristicc of doma i ns that a re authoriz e d to 
sond e mai l messages to th e addr e ss e e; 

receiving the incoming e-mail in an o ma i l a receiving e-mail server serving th e 
addr e ss ee; 

accessing by the receiving e-mail server se rv i ng th o addr e ss ee, information from 
the a central registry database , said information including combinations of e-mail server 
identities and associated domains that are authorized to send e-mail messages over the 
Internet, wherein each e-mail server identity includes both an e-mail server name as 
defined in the e-mail server's Domain Name Services (DNS) entry and an Internet 
Protocol (IP) address ; 

determining whether the sourc e demain poss e ss e s th e sp e cifi e d characteristics 
combination of the source e-mail server identity and the associated sour ce domain 
included in the incoming e-mail message is an authorized combination ; 

allowing delivery of the incoming e-mail message if the source domain 
poss e ss e s th e sp e cified charact e r i st i cs combination included in the incoming e-mail 
message is an authorized combination ; and 

denying delivery of the incoming e-mail message if the sourco domain does not 
posses s th e sp e cif i ed charact e ri s tics combination included in the incoming e-mail 
message is not an authorized combination . 

13. (Canceled) 
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14. (Original) The method of claim 12, further comprising denying delivery of 
the incoming e-mail message if the source e-mail server is not registered in the central 
registry database. 

15. (Original) The method of claim 12, further comprising denying delivery of 
the incoming e-mai! message if the source domain is not registered in the central 
registry database. 

16. (Currently Amended) The method of claim 12, further comprising denying 
delivery of the incoming e-mail message if the information in the central registry 
database indicates that the source e-mail server and/or or source domain do not have a 
registration in good standing. 

17. (Original) The method of claim 12, further comprising denying delivery of 
the incoming e-mail message if the source domain is not associated with the source e- 
mail server. 

18. (Currently Amended) The method of claim 12, further comprising, before 
receiving the incoming e-mail, the steps of: 

downloading from the central registry database to the receiving e-mail server 
s e rving the address ee, predefined information from the registry database; and 

storing the downloaded information in a local registry database associated with 
the receiving e-mail server s e rving tho addressee . 

19. (Currently Amended) The method of claim 18, further comprising, after 
receiving the incoming e-mail, the steps of: 

accessing by the receiving e-mail server se rving th e addr e ss e e , the local registry 
database in a first attempt to determine to determine whether the source e-mail server 
and/or and source domain are registered in good standing, and whether the s ourc e 
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Hnmnin pnr. nnr. r. ft fi th e sp e cified characteristics combination included in the incoming e- 
mail message is an authorized combination ; and 

if the source e-mail server and/or or source domain afe is not registered in the 
local, registry database, accessing by the receiving e-mail server 6orv i ng the addr e ss ee, 
the central registry database in a second attempt to determine whether the source e- 
mail server and/or and source domain are registered in good standing, and whether the 
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